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This document contains sample guide specifications for 13.56 MHz contactless smart card technology products.  The document is written using industry standard formatting and language (e.g., Construction Specification Institute (CSI) Division 28 – Electronic Safety and Security Section 28 13 Electronic Security System), and is designed for use by architects, consultants, and specifying engineers who are preparing bid specifications for physical access control, building control, and security systems. 
The Microsoft Word version of these specifications may be copied into the appropriate sections of a complete bid specification by using the “cut and paste” method.  This document is designed to be used as a “whole specification;” where choices should be made and where project-specific information should be inserted are indicated in the specification in [brackets].  
[Note that this document is the “annotated version.”  As an educational resource for the specifier, the annotated specification includes links to commentary that describes or defines terminology and content included in the specification; these links are shown as an underlined number in brackets (e.g., [1]).  When using the document in a specification, the unannotated Microsoft Word version should be used.]

These specifications do not guarantee performance.  Performance is the result of many factors, including, but not limited to, how the system is deployed, what environment it is being deployed into, and how it is used.
This document is specific to the requirements for use of modern secure smart card technology in physical access control system (PACS) applications.  It focuses on the card-to-reader operations and is intended to work with a wide variety of commercial PACS.  The specification assumes the card data model is designed in accordance with the specific PACS being implemented.  Successful security deployments are a shared responsibility by all involved in the solution supply chain.  Proper installations not only involve the specification but also include the responsibilities of the manufacturer, integrator and end user to deploy, operate and maintain the solution.  These responsibilities should be clearly defined in the project documentation and associated processes and procedures.
Products covered are focused on PACS applications and include reference to commercially available products.  Access control credentials and accessories are also included.  This specification does not endorse any specific product or service.  Product or service references are provided as examples.

This specification is maintained by the Smart Card Alliance Access Control Council.  As with any specification, the Smart Card Alliance anticipates that there may be questions and interpretations that arise when using this specification.  Please send all correspondence to ACCA&E@smartcardalliance.org. 

These “Section 16720 Smart Card Access Control System” specifications (the “Form Specifications”) are general in nature and solely for illustration.  The Form Specifications are not intended for any specific application or use and project specific considerations must be taken into account in the architect’s or engineer’s preparation of actual system specifications.  The Smart Card Alliance makes no representation or warranty with respect to these Form Specifications and nothing contained herein shall create, or be inferred to create, any express or implied warranty by the Smart Card Alliance.  These Form Specifications are intended solely for the purpose of reflecting general guidelines for smart card physical access control system specifications.  The architect or engineer preparing the actual smart card specifications should therefore refer to and confirm actual manufacturer’s specifications.  The Smart Card Alliance assumes no liability with respect to, arising from, or arising out of the Form Specifications or any use thereof. 
About the Smart Card Alliance

The Smart Card Alliance is a not-for-profit, multi-industry association working to stimulate the understanding, adoption, use and widespread application of smart card technology.  Through specific projects such as education programs, market research, advocacy, industry relations and open forums, the Alliance keeps its members connected to industry leaders and innovative thought.  The Alliance is the single industry voice for smart cards, leading industry discussion on the impact and value of smart cards in the U.S. and Latin America.  For more information please visit http://www.smartcardalliance.org.

Disclaimer:  The Smart Card Alliance has used best efforts to ensure, but cannot guarantee, that the information described in this report is accurate as of the publication date.  The Smart Card Alliance disclaims all warranties as to the accuracy, completeness or adequacy of information in this report.  This publication does not endorse any specific product or service.  Product or service references are provided to illustrate the points being made.

1 Alarm and Access Control Equipment 
A. Contactless Access Control Smart Card Reader: Provide contactless smart card reader or equivalent where shown on the drawings.  Smart card readers shall be "single-package" type, combining the reader, electronics and antenna in one package, in the following configurations:
1. Smart Card Reader Security

a. Reader shall implement features to protect security keys if the keys are stored in the reader. 
b. Reader needs to be compatible with the security features of the access credential and controller.

c. The reader shall have features that sense and report tampering. 
d. The power and data connections from the reader to the physical access control system (PACS) should be tamper-protected and supervised.
2. Smart Card Reader, Mullion Mounting (Optional Single-Gang Mounting Kit)
e. Provide mullion or “single-gang” mounting style contactless smart card readers for door frame mounting, non-metal wall mounting, non-metal vehicle stanchions and non-metal pedestals, and where shown on plans.  To prevent adverse effects on read-range and reader performance, if the reader is mounted on metal, appropriate precautions (such as insulating spacers) should be considered to ensure acceptable performance. (Consult manufacturer’s recommendations.)
f. The reader optional single-gang mounting kit shall be designed for USA, European and Asian electrical back boxes having a mounting hole spacing of 52-60mm. 

g. The reader material shall conform to the current version of UL 94 for flame resistance and UL 508 for UV resistance suitable for indoor or outdoor usage and be sealed to an IP rating of [insert rating].

h. The reader shall conform to the current version of UL/C 294, and shall be FCC and CE certified.

i. The reader shall operate in the 13.56 MHz high frequency band and shall conform to the current version of the following ISO/IEC Standards [select one or more]: 
1) ISO/IEC 14443 parts 1 thru 3 A/B (read/write)  

2) ISO/IEC 14443 parts 1 thru 4 A/B (read/write)

3) ISO/IEC 15693 (read/write)
j. The reader shall comply fully with ISO/IEC 14443 parts 1, 2, 3, and 4 and/or ISO/IEC 15693 parts 1 thru 3 open card standards to fully enable interoperability among suppliers of similar products. 

k. The reader shall have an approximate read range of no more than 100 mm when used with an access control credential conforming with ISO/IEC 14443 Part 1 Class 1 and approximate read range of 1 m when used with ISO/IEC 15693 access control cards. 

l. The reader shall require that a card, once read, must be removed from the RF field before it will be read again, to prevent multiple reads from a single card presentation and anti-passback errors. 
m. The reader shall be capable of reading access control data from any ISO/IEC 14443 part 3 and/or part 4 compliant contactless card or other form factor, and transmitting the data in Wiegand, serial (RS-232, RS-485) or other format to the PACS. 
n. The reader shall be capable of reading access control data from any ISO/IEC 15693 card or other form factor, and transmitting the data in Wiegand, serial (RS-232, RS-485) or other format to the PACS. 
o. The reader shall be capable of writing to any ISO/IEC 14443 part 4 compliant smart card or other form factor as required by the application. 

p. The reader shall provide functionality for the following communication ports: 
1)  
Wiegand port, for connection to standard access control panels [OR]
2) 
RS232, RS422, or RS485 port, for connection to PCs or access control systems, either individually or on a multi-drop bus [OR]
3) 
ISO/IEC 7811 Clock & Data ABA track 2 emulation port, for connection to standard control panels requiring magnetic stripe interface [OR]
4) 
Internet Protocol (IP) (e.g, TCP or UDP) [OR]
5)  
Secure wireless

q. The reader shall have visual indication to show, at a minimum, whether power is on, whether the card is being read, and whether access is granted/denied.

1) 
Visual displays shall be low power, be visible in the ambient environment, and be able to meet Americans with Disabilities Act (ADA) requirements.

r. The reader shall have an audible indicator, such as an audio transducer capable of producing tone sequences for various status conditions (at a minimum, to indicate whether access is granted/denied). 
s. Reader shall support modern cryptographic standards for secure communications between the card and the reader. 
t.  The reader shall have features that sense and report tampering. 
u. The reader shall have the ability for its firmware and keys to be updated in the field in a secure fashion. 

v. The reader shall be warranted in compliance with the warranty statement provided in the specification.
w. Color shall be [insert color; e.g., black, silver]. 

x. [Insert specific brand and model if desired] product series, or equivalent, compatible with selected cards or other form factors. 

3. Keypad Smart Card Reader, Mullion Mounting (Optional Single-Gang Mounting Kit)
a. Provide mullion or “single-gang” mounting style contactless readers for door frame mounting, non-metal wall mounting, non-metal vehicle stanchions and non-metal pedestals, and where shown on project plans.  To prevent adverse effects on read-range and reader performance, if the reader is mounted on metal, appropriate precautions (such as insulating spacers) should be considered to ensure acceptable performance. (Consult manufacturer’s recommendations.)
y. The reader single-gang mounting kit shall be designed for USA, European and Asian electrical back boxes having a mounting hole spacing of 52-60mm. 

z. The reader shall be constructed high quality flame resistant and UV resistant material suitable for indoor or outdoor usage and be sealed to an IP rating of [insert rating]. 
aa. The reader shall conform to the current version of UL/C 294, and shall be FCC and CE certified.

ab. The reader shall operate in the 13.56 MHz high frequency band and shall conform to the current version of the following ISO/IEC Standards [select one or more]: 

1) ISO/IEC 14443 parts 1 thru 3 A/B (read/write)  

2) ISO/IEC 14443 parts 1 thru 4 A/B (read/write)

3) ISO/IEC 15693 (read/write)
ac. The reader shall comply fully with ISO/IEC 14443 parts 1, 2, 3, and 4 and/or ISO/IEC 15693 parts 1 thru 3 open card standards to fully enable interoperability among suppliers of similar products. 

ad. The reader shall have an approximate read range of no more than 100 mm when used with an access control credential conforming with ISO/IEC 14443 Part 1 Class 1 and approximate read range of 1 m when used with ISO/IEC 15693 access control cards.

ae. The reader shall require that a card, once read, must be removed from the RF field before it will be read again, to prevent multiple reads from a single card presentation and anti-passback errors. 

af. The reader shall be capable of reading access control data from any ISO/IEC 14443 part 3 and/or part 4 compliant contactless smart card or other form factor, and transmitting the data in Wiegand, serial (RS-232, RS-485) or other format to the PACS. 

ag. The reader shall be capable of reading access control data from any ISO/IEC 15693 card or other form factor, and transmitting that data in Wiegand, serial (RS-232, RS-485) or other format to the PACS. 
ah. The reader shall be capable of writing to any ISO/IEC 14443 part 4 compliant smart card or other form factor as required by the application. [34]
ai. The reader shall provide functionality for the following communication ports :  

1)
Wiegand port, for connection to standard access control panels [OR]
2) 
RS232, RS422, or RS485 port, for connection to PCs or access control systems, either individually or on a multi-drop bus [OR]
3) 
ISO/IEC 7811 Clock & Data ABA track 2 emulation port, for connection to standard control panels requiring magnetic stripe interface [OR]
4) 
Internet Protocol (IP) (e.g, TCP or UDP) [OR]
5) 
Secure wireless

aj. The reader shall have visual indication to show, at a minimum, whether power is on, whether the card is being read, and whether access is granted/denied.
1) Visual displays shall be low power, be visible in the ambient environment and be able to meet Americans with Disabilities Act (ADA) requirements.

ak. The reader shall have an audible indicator, such as an audio transducer capable of producing tone sequences for various status conditions (at a minimum, to indicate whether access is granted/denied). 
al. Reader shall support modern cryptographic standards for secure communications between the card and the reader. 
am. The reader shall have features that sense and report tampering. 
an. The reader shall have a keypad which outputs keyed-in data in a format compatible with the PACS. 

ao. The reader shall have the ability for its firmware and keys to be updated in the field in a secure fashion. 
ap. The reader shall be warranted in compliance with the warranty statement provided in the specification. 

aq. Color shall be [insert color; e.g., black, silver]. 

ar. [Insert specific brand and model if desired] product series, or equivalent, compatible with selected cards or other form factors. 

[SELECT B, C or D for the ACCESS CREDENTIAL section.]

B. ACCESS CREDENTIALS – (Cards Supporting Standard ISO/IEC 14443 through Part 3) 
Provide [specify quantity] ISO/IEC 14443 compliant contactless credentials with the following features or form factors: 
1. Credential Security Features 
a. Access credential shall have a cryptographically-sound mutual authentication mechanism based on an open, recognized and public symmetric cryptographic algorithm (three-key TDES or AES) or asymmetric cryptographic algorithm (RSA or ECC). 
b. In the case of a symmetric key credential, it shall be diversified using a method that is non-reversible and incorporates a unique, reliable identifier (for example, the non-alterable chip individual serial number). 
c. In the case that secure messaging is required between the card and reader, a secure messaging method shall be utilized to provide confidentiality of the data communications between the reader and the credential using an open, recognized and public symmetric cryptographic algorithm (three-key TDES or AES) or asymmetric cryptographic algorithm (RSA or ECC).  This messaging method shall be designed to prevent simple cryptographic attacks like man-in-the-middle and replay attacks.

as. Message authentication, such as cryptographic message authentication code (CMAC), shall be used to protect the integrity of the data transmitted from the card. 
2. Access Card

a. Access cards shall be used with ISO/IEC 14443 access readers to gain entry to access controlled portals (e.g., doors, gates, turnstiles) and to hold information specific to the user. 

b. The card shall operate in the 13.56 MHz high frequency band only. 

c. The card shall comply fully with the current version of ISO/IEC 14443 part 1 class 1, part 2, and part 3A or 3B, open card standards to enable interoperability among suppliers of products using the same chip sets and must be compatible with the specified access control reader. 

d. The card shall conform fully to the current version of ISO/IEC 14443 Part 3 – Initialization and Anti-collision Protocol and must be capable of identifying multiple credentials in a single field and selecting one credential to work with. 

e. The card shall meet the current version of ISO/IEC 7810 card specifications for length, width, thickness, flatness, card construction and durability, and shall be in a form suitable for direct two-sided dye-sublimation or thermal transfer printing on the specified card printer. 

f. Presentation of the card  to the access control reader in accordance with ISO/IEC 14443 shall result in an accurate reading of the card. 

g. The card shall be warranted in compliance with the warranty statement provided in the specification. 
h. Provide [specify quantity] ISO/IEC 14443 compliant access control cards, compatible with the specified readers. 

i. The card must be capable of being worn and displayed by personnel.  Contactless smart cards should not be slot-punched; a sleeve or other form of carrier should be used.  
j. The card shall be available with or without a magnetic stripe, with security taken into consideration. 
3. Access Key Fob

a. Access fobs shall be used with ISO/IEC 14443 access readers to gain entry to access controlled portals (e.g., doors, gates, turnstiles) and to hold information specific to the user. 

b. The fob shall operate in the 13.56 MHz high frequency band only. 

c. The fob shall comply fully with the current version of ISO/IEC 14443 part 1 class 1, part 2, and part 3A or 3B,  open card standards to enable interoperability among suppliers of products using the same chip sets and must be compatible with the specified access control reader. 

d. The fob shall conform fully to the current version of ISO/IEC 14443 Part 3 – Initialization and Anti-collision Protocol and must be capable of identifying multiple credentials in a single field and selecting one credential to work with. 
e. The key fob shall be constructed of durable material, and shall be suitable for placement on a key ring.
f. Presentation of the fob to the access control reader in accordance with ISO/IEC 14443 shall result in an accurate reading of the fob.

g. Provide [specify quantity] ISO/IEC 14443-compliant key fobs compatible with the specified readers. 

h. The key fob shall be warranted in compliance with the warranty statement provided in the specification. 
C. ACCESS CREDENTIALS – (Cards Supporting Standard ISO/IEC 14443 through Part 4)
Provide [specify quantity] ISO/IEC 14443 compliant contactless credentials with the following features or form factors:
1. Credential Security Features 
a. Access credential shall have a cryptographically-sound mutual authentication mechanism based on an open, recognized and public symmetric cryptographic algorithm (three-key TDES or AES) or asymmetric cryptographic algorithm (RSA or ECC). 
b. In the case of a symmetric key credential, it shall be diversified using a method that is non-reversible and incorporates a unique, reliable identifier (for example, the non-alterable chip individual serial number). 
c. In the case that secure messaging is required between the card and reader, a secure messaging method shall be utilized to provide confidentiality of the data communications between the reader and the credential using an open, recognized and public symmetric cryptographic algorithm (three-key TDES or AES) or asymmetric cryptographic algorithm (RSA or ECC).  This messaging method shall be designed to prevent simple cryptographic attacks like man-in-the-middle and replay attacks. 
at. Message authentication, such as cryptographic message authentication code (CMAC), shall be used to protect the integrity of the data transmitted from the card. 

2. Access Card 
a. Access card shall be used with ISO/IEC 14443 access readers to gain entry to access controlled portals (e.g., doors, gates, turnstiles) and to hold information specific to the user. 

b. The card shall operate in the 13.56 MHz high frequency band only. 

c. The card shall comply fully with the current version of ISO/IEC 14443 parts 1, 2, 3, and 4 open card standards to enable interoperability among suppliers of products using the same chip sets and must be compatible with the specified access control reader. 

d. The card shall conform fully to the current version of ISO/IEC 14443 Part 3 - Initialization and Anti-collision Protocol and must be capable of identifying multiple credentials in a single field and selecting one credential to work with. 

e. The card shall conform to the current version of ISO/IEC 7816, part 4 command set.

f. The card shall meet the current version of ISO/IEC 7810 card specifications for length, width, thickness, flatness, card construction and durability, and shall be in a form suitable for direct two-sided dye-sublimation or thermal transfer printing on the specified card printer. 

g. Presentation of the card to the access control reader in accordance with ISO/IEC 14443 shall result in an accurate reading of the card. 
h. The card shall be warranted in compliance with the warranty statement of the specification.  

i. Provide [specify quantity] ISO/IEC 14443 compliant access control cards, compatible with the specified readers. 

j. The card must be capable of being worn and displayed by personnel.  Contactless smart cards should not be slot-punched; a sleeve or other form of carrier should be used.  
k. The card shall be available with or without a magnetic stripe, with security taken into consideration. 

4. Access Key Fob

a. Access fobs shall be used with ISO/IEC access readers to gain entry to access controlled portals (e.g., doors, gates, turnstiles) and to hold information specific to the user. 

b. The fob shall operate in the 13.56 MHz high frequency band only. 

c. The fob shall comply fully with the current version of ISO/IEC 14443 parts 1, 2, 3, and 4 open card standards to enable interoperability among suppliers of products using the same chip sets and must be compatible with the specified access control reader.
d. The fob shall conform fully to the current version of ISO/IEC 14443 Part 3 – Initialization and Anti-collision Protocol and must be capable of identifying multiple credentials in a single field and selecting one credential to work with. 

e. The key fob shall conform to the current version of ISO/IEC 7816, part 4 command set.

f. The key fob shall be constructed of durable material, and shall be suitable for placement on a key ring. 

g. Presentation of the fob to the access control reader in accordance with ISO/IEC 14443 shall result in an accurate reading of the fob. 
h. Provide [specify quantity] ISO/IEC 14443-compliant key fobs compatible with the specified readers. 

i. The key fob shall be warranted in compliance with the warranty statement of the specification.  
D. ACCESS CREDENTIALS – ISO/IEC 15693 

Provide [specify quantities] ISO/IEC 15693 compliant contactless credentials with the following features or form factors:
2. Credential Security Features

c. Access credential shall have a cryptographically-sound mutual authentication mechanism based on an open, recognized and public symmetric cryptographic algorithm (three-key TDES or AES) or asymmetric cryptographic algorithm (RSA or ECC). 
d. In the case of a symmetric key credential, it shall be diversified using a method that is non-reversible and incorporates a unique, reliable identifier (for example, the non-alterable chip individual serial number). 

d. In the case that secure messaging is required between the card and reader, a secure messaging method shall be utilized to provide confidentiality of the data communications between the reader and the credential using an open, recognized and public symmetric cryptographic algorithm (three-key TDES or AES) or asymmetric cryptographic algorithm (RSA or ECC).  This messaging method shall be designed to prevent simple cryptographic attacks like man-in-the-middle and replay attacks. 
2. Access Card 

k. Access cards shall be used with ISO/IEC 15693 access readers to gain entry to access controlled portals (e.g., doors, gates, turnstiles) and to hold information specific to the user. 

l. The card shall operate in the 13.56 MHz high frequency band only. 

m. When multiple cards are in the reader field, the reader shall respond in a manner that is compatible with the PACS controller. 
n. The card shall meet the current version of ISO/IEC 7810 card specifications for length, width, thickness, flatness, card construction and durability, and shall be in a form suitable for direct two-sided dye-sublimation or thermal transfer printing on the specified card printer. 

o. Presentation of the card  to the access control reader in accordance with ISO/IEC 15693 shall result in an accurate reading of the card. 

p. The card shall be warranted in compliance with the warranty statement of the specification. 
q. Provide [specify quantity] ISO/IEC 15693 compliant access control cards, compatible with the specified readers. 

r. The card must be capable of being worn and displayed by personnel.  Contactless smart cards should not be slot-punched; a sleeve or other form of carrier should be used. 
s. The card shall be available with or without a magnetic stripe, with security taken into consideration. 

3. Access Key Fob

a. Access fobs shall be used with ISO/IEC 15693 access readers to gain entry to access controlled portals (e.g., doors, gates, turnstiles) and to hold information specific to the user. 

b. The fob shall operate in the 13.56 MHz high frequency band only. 

c. When multiple cards are in the reader field, the reader shall respond in a manner that is compatible with the PACS controller. 
d. The key fob shall be constructed of durable material, and shall be suitable for placement on a key ring.
e. Presentation of the fob to the access control reader in accordance with ISO/IEC 15693 shall result in an accurate reading of the fob.  
f. Provide [specify quantity] ISO/IEC 15693-compliant key fobs compatible with the specified readers. 

g. The key fob shall be warranted in compliance with the warranty statement of the specification. 
END


