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1. Introduction

1.1 Purpose

E-Government, an integral part of the President’s Management Agenda (PMA), is defined as the use of
digital technologies to transform government operations in order to improve effectiveness, efficiency,
and service delivery. As the Federal Government modernizes internal processes and adopts cross-
agency applications available to all Federal employees, a common, trusted basis for authenticating the
identity of individuals within the Federal sector is required. Additionally, in accordance with the
President’s vision of creating a more responsive and cost-effective government, the Office of
Management and Budget (OMB), provided a memo to Federal Chief Information Officers (CIOs),
outlining details of the E-Government initiative on authentication and identity management OMB
Memorandum dated 3 July 2003, Subject: Streamlining Authentication and Identity Management
within the Federal Government (http://www.whitehouse.gov/omb/inforeg/eauth.pdf). The OMB memo
also charged the Federal Identity Credentialing Committee (FICC) to develop a “Common
comprehensive policy for credentialing of Federal employees.”

On August 27, 2004, a Homeland Security Presidential Directive was issued entitled HSPD-12, “Policy
for a Common Identification Standard for Federal Employees and Contractors.” HSPD-12 directed the
promulgation of a new Federal standard for secure and reliable identification issued by Federal
agencies for their employees and contractors. In response to the directive, the National Institute of
Standards and Technology (NIST) published Federal Information Processing Standards Publication
201 (FIPS 201) on February 25, 2005. FIPS 201 and its associated Special Publications provide a
detailed specification for Federal agencies and departments deploying a personal identity verification
(PIV) card for their employees and contractors. The FIPS 201 standard can be accessed from the NIST
web site at http:/csrc.nist.gov/piv-project/index.html.

Once implemented, a secure and interoperable Personal Identity Verification (PIV) card will provide
the attributes of security, authentication, identity verification, trust, and privacy to a commonly
accepted identification card for Federal employees and contractors. While privileges granted to the PIV
cardholder will remain a local agency decision, the PIV card is a core component to setting the “trust
model” across the Federal enterprise.

1.2 Federal Identity Credentialing Committee/Interagency Advisory Board

The FICC is composed representatives from the major Federal agencies and departments. Its purpose
is to assist agencies engaged in implementing government-wide identity management mandates.
Members of the FICC also champion these activities at the agencies they represent.

The Smart Card Interagency Advisory Board (IAB) works with the FICC and is composed of
representatives from the major Federal agencies and departments skilled in implementing physical
access control systems with smart card related technology. The IAB conducts analyses and provides
recommendations to government and industry on technology issues related to the efficient use of smart
cards and related products by components of the United States Government.
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The Federal PKI Policy Authority (FPKIPA) also works with the FICC and is composed of
representatives from the major Federal agencies and departments skilled in implementing public key
infrastructure solutions within their agencies. The Policy Authority is responsible for administering the
policy framework of the Federal PKI architecture, which includes the Federal Bridge Certification
Authority and the Federal Common Policy Framework, both of which are designed to promote
interoperability and mutual trust among the participants.

This handbook was developed in collaboration with the FICC, IAB, FPKIPA, and OMB. 1t is offered
as an implementation guide for government agency credentialing managers, their leadership, and other
stakeholders as they pursue compliance with HSPD-12 and FIPS 201. The handbook provides specific
implementation direction on course of action, schedule requirements, acquisition planning, migration
planning, lessons learned, and case studies.

1.3 Business and Policy

For the Federal government to fully realize the benefits of electronic government, a ubiquitous and
consistent method of providing identity credentials is necessary for both electronic security (logical
access) and building security (physical access) within the Federal sector. As the Federal government
modernizes internal processes to reduce costs for agency administration and moves to cross-agency
applications that are available to all Federal employees, a common, trusted basis is needed for
authentication. FIPS 201 provides for the issuance of PIV cards for Federal employees and contractors
that provide sufficient identity assurance to satisfy a variety of government-wide application and access
control requirements.

The role of the FICC, with assistance from the FICC working groups, the IAB, the Federal PKI Policy
Authority, and OMB, is to assist agencies in the implementation of the Personal Identity Verification
Standard. The goal is to establish a comprehensive set of policies and procedures that allow for robust,
efficient and interoperable identity credentialing systems across the Federal enterprise. Policy that
relates to privilege granting and building access control will continue to be managed by individual
agencies. To maintain a common understanding of the latest developments in Federal credentialing,
agencies are encouraged to follow the activities of the FICC (see www.cio.gov/ficc ), the Smart Card
Project Managers group, and the Smart Card IAB (see www.smart.gov ).

The FICC provides a focal point for the implementation of the component, including support of
migration to a shared service concept endorsed as part of the Federal Enterprise Architecture. The FICC
identifies and resolves Federal identity credentialing technical and business issues and recommends
solutions for interoperability issues. The FICC will continue to track and assess the Federal
government’s progress toward full implementation of the Standard and will act as a focal point for
identifying issues and developing solutions.
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1.3.1 HSPD-12

the

Fresident George W. Bush

For Immediate Release
Office of the Press Secretary
August 27, 2004

Homeland Security Presidential Directive/Hspd-12
Subject: Policy for a Common Identification Standard for Federal Employees and Contractors

(1) Wide variations in the quality and security of forms of identification used to gain access to secure
Federal and other facilities where there is potential for terrorist attacks need to be eliminated. Therefore,
it is the policy of the United States to enhance security, increase Government efficiency, reduce identity
fraud, and protect personal privacy by establishing a mandatory, Government-wide standard for secure
and reliable forms of identification issued by the Federal Government to its employees and contractors
(including contractor employees).

(2) To implement the policy set forth in paragraph (1), the Secretary of Commerce shall promulgate in
accordance with applicable law a Federal standard for secure and reliable forms of identification (the
"Standard") not later than 6 months after the date of this directive in consultation with the Secretary of
State, the Secretary of Defense, the Attorney General, the Secretary of Homeland Security, the Director
of the Office of Management and Budget (OMB), and the Director of the Office of Science and
Technology Policy. The Secretary of Commerce shall periodically review the Standard and update the
Standard as appropriate in consultation with the affected agencies.

(3) "Secure and reliable forms of identification" for purposes of this directive means identification that
(a) is issued based on sound criteria for verifying an individual employee's identity; (b) is strongly
resistant to identity fraud, tampering, counterfeiting, and terrorist exploitation; (c) can be rapidly
authenticated electronically; and (d) is issued only by providers whose reliability has been established
by an official accreditation process. The Standard will include graduated criteria, from least secure to
most secure, to ensure flexibility in selecting the appropriate level of security for each application. The
Standard shall not apply to identification associated with national security systems as defined by 44
U.S.C. 3542(b)(2).

(4) Not later than 4 months following promulgation of the Standard, the heads of executive departments
and agencies shall have a program in place to ensure that identification issued by their departments and
agencies to Federal employees and contractors meets the Standard. As promptly as possible, but in no
case later than 8 months after the date of promulgation of the Standard, the heads of executive
departments and agencies shall, to the maximum extent practicable, require the use of identification by
Federal employees and contractors that meets the Standard in gaining physical access to Federally
controlled facilities and logical access to Federally controlled information systems. Departments and
agencies shall implement this directive in a manner consistent with ongoing Government-wide
activities, policies and guidance issued by OMB, which shall ensure compliance.
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(5) Not later than 6 months following promulgation of the Standard, the heads of executive departments
and agencies shall identify to the Assistant to the President for Homeland Security and the Director of
OMB those Federally controlled facilities, Federally controlled information systems, and other Federal
applications that are important for security and for which use of the Standard in circumstances not
covered by this directive should be considered. Not later than 7 months following the promulgation of
the Standard, the Assistant to the President for Homeland Security and the Director of OMB shall make
recommendations to the President concerning possible use of the Standard for such additional Federal
applications.

(6) This directive shall be implemented in a manner consistent with the Constitution and applicable
laws, including the Privacy Act (5 U.S.C. 552a) and other statutes protecting the rights of Americans.

(7) Nothing in this directive alters, or impedes the ability to carry out, the authorities of the Federal
departments and agencies to perform their responsibilities under law and consistent with applicable
legal authorities and presidential guidance. This directive is intended only to improve the internal
management of the executive branch of the Federal Government, and it is not intended to, and does not,
create any right or benefit enforceable at law or in equity by any party against the United States, its
departments, agencies, entities, officers, employees or agents, or any other person.

(8) The Assistant to the President for Homeland Security shall report to me not later than 7 months after
the promulgation of the Standard on progress made to implement this directive, and shall thereafter
report to me on such progress or any recommended changes from time to time as appropriate.

GEORGE W. BUSH
HHEH#
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1.3.2 HSPD-12 Implementation Roadmap

Since every Government agency and/or department is conceivably at different points in the deployment
of their current employee identification programs, it would be difficult to establish an approach to
HSPD-12 implementation that would fit every situation. Recognizing this, in an effort to assist the
reader, this section will present a high level roadmap as a guide to making the best use of this
handbook.

The handbook is structured similarly to the NIST FIPS PUB 201 document and is divided into two
major parts: PIV I and PIV II. PIV I addresses methods for complying with the requirements for
common identification, security and privacy. PIV Il addresses methods for complying with the
technology and migration requirements for a secure and interoperable PIV. The handbook presents
guidance in other areas as well. For example, Section 5 contains useful information on acquisition
planning, migration planning, lessons learned and presents examples of case studies of existing
successful agency implementations. Section 5 also includes information on the development of a FIPS
201 product conformance test suite, and a FIPS 201 baseline reference implementation, which is
currently under development with a planned completion in mid 2005.

The reader can read the handbook from cover to cover or a specific section at a time. Agency
implementers might want to use the Table of Contents or the Index to find a topic they wish to focus on
and go to it directly. For example, the reader might want to start by gaining a better understanding of
the near term requirements of PIV 1. This can be accessed in Section 2. Following this, the reader may
want to gain a better understanding of how to analyze their agency’s current ID card environment to
determine where they are relative to the goal. A method for performing this analysis is presented in
Section 5.2, Migration Planning. Finally, a checklist is presented in Appendix B whose purpose is to
enable implementers to track each step or requirement completed.

Although ostensibly at different starting points in their journey, agency implementers may wish to see
an example outline of general steps that may be taken in meeting their HSPD-12 goals. An initial
outline follows.

1. Gain a clear understanding of HSPD-12 and FIPS 201 requirements by reviewing NIST FIPS
201 PUB and supporting documents as well as Sections 2 and 4 of this handbook.

2. Review OMB’s guidance and schedule for HSPD-12 compliance in Section 1.3 of this
handbook.

3. Gain a clear understanding of your agency’s current policies for Credentialing, Physical
Access Control, Logical Access Control, Graduated Security Criteria and Information Privacy.

4. Involve the primary Agency Stakeholders in the process. (For starters usually Management,
Security Chief, Information Technology, Privacy Officer, Human Resources and Financial
Officer) It’s best to have regular sustained involvement from stakeholders rather than on an
occasional basis. See section 5.2 of this handbook.

5. Reach agreement on future policy as it pertains to item 3 above. This is a key item because
these policies will drive other decisions later.
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6. Establish a list of objectives your agency wants to achieve while meeting the directive.

7. Using the policy decisions from item 6 above, develop an initial list of requirements for the
project and an initial roadmap to achieve the objectives list in item 6.

8. When practicable, begin to analyze the budget requirements and funding sources outlined in
Acquisition Planning, Section 5.1 of this handbook.

9. Compare the compliance requirements necessary to meet PIV I to your agency’s current
identity proofing, registration, issuance and maintenance process. Identify any gaps and add
these to the plan. Remember that your agency’s plan should ensure that the FIPS 201
requirements for privacy are implemented before PIV IDs are issued. Refer to Section 2.4.

Once the plan takes shape, continue to build on other aspects, keeping the plan as simple as possible.
Research other successful implementations and learn from the experience of others. Depending on the
size and scale of your agency or department, analyze and consider the possibility of utilizing Agency
PIV Sponsorship, found in Section 5.1 of this handbook. We hope that this example provides
assistance in developing the thought process for the formation of your agency’s plan. As they proceed,
agency implementers are encouraged to seek assistance from other subject matter experts such as
GSA’s Smart Card Project Office and qualified industry service providers, Section 5.1 of this
handbook.
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2. PIVI—Common Ildentification, Security, and Privacy
Requirements

2.1 Control Objectives

HSPD-12 establishes control objectives for secure and reliable forms of identification. Federal
departments and agencies shall implement government-wide identity proofing, registration, and
issuance functions that accomplish the following:'

a. Identification is issued based on sound criteria for verifying an individual employee’s identity.

b. Identification is strongly resistant to identity fraud, tampering, counterfeiting, and terrorist
exploitation.

c. Identification can be rapidly authenticated electronically.

d. Identification is issued only by providers whose reliability has been established by an official
accreditation process.

HSPD-12 requires the implementation of the control objectives to protect the privacy of PIV
subscribers.

Agencies are required to comply with the identity-proofing, registration, issuance, and maintenance
processes defined in PIV I to meet these control objectives no later than October 2005. The cards that
are issued in October 2005 do not have to comply with PIV II, which defines the specifications for a
PIV compliant identity card. To conform to these control objectives agencies should ensure that:*

e Credentials are only issued (1) to individuals under their true identity and (2) after a
proper authority has authorized issuance of the credential.

e  Only an individual with a completed background investigation on record is issued a
credential.

e Anindividual is issued a credential only after presenting two identity source
documents, at least one of which is a valid Federal or state government picture ID.

¢ Fraudulent or altered identity source documents are not accepted as genuine.

e A person suspected or known to the Government as being a terrorist is not issued a
credential.

e No substitution occurs in the identity-proofing process. More specifically, the
individual who appears for identity proofing, and whose fingerprints are checked, is
the person to whom the credential is issued.

e No credential is issued unless requested by proper authority.

" FIPS PUB 201, Federal Information Processing Standards Publication, Personal Identity Verification (PIV) for Federal Employees
and Contractors, February, 25 2005.
? Ibid.
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e A credential remains serviceable only up to its expiration date. More precisely, a
revocation process exists such that expired or invalidated credentials are swiftly
revoked.

e A single corrupt official in the process cannot issue a credential with an incorrect
identity or to a person not entitled to the credential.

e Anissued credential is not modified, duplicated, or forged.

The following sections of this handbook, in addition to FIPS 201, provide agencies with best practices,
lessons learned, and case studies in identity management to assist agencies in complying with PIV L.

2.2 Identity Proofing and Registration

The FIPS 201 identity-proofing process constitutes a standard policy for Federal agencies to follow
when they provide official Government identification for new employees and contractors. When the
policy is followed consistently, it will help ensure that cardholders are who they claim to be.
Adherence to a uniform identity-proofing process across the Federal Government will also help
establish a baseline level of trust among agencies. HSPD-12 and FIPS 201 require Federal agencies to
comply with the standard for identity-proofing employees and contractors by October 2005.

Each Federal agency is responsible for verifying or validating the identity of individuals to whom it
issues credentials. FIPS 201 establishes a specific level of trust in an individual’s identity as part of a
process that binds the ID card to an individual (e.g., employee or contractor). Once that level of trust is
established, it is possible to establish a chain of trust among Government agencies. Establishing and
binding a validated identity to a PIV credential at the time the credential is issued is the foundation for a
trusted common identity credential accepted throughout the Federal enterprise.

FIPS 201 is composed of two major sections, PIV I and II. Both of these sections define requirements
for the identity-proofing and registration process. The initial requirement for agencies is to begin
complying with PIV I by October 27, 2005. In order to be in compliance with PIV I, agencies should
implement a certified and accredited identity-proofing, registration, and issuance process for PIV cards
across their enterprise. Note that compliance with PIV I does not require the issuance of a PIV II
compliant card.

Agency compliance with the PIV II component of the standard will begin by October 27, 2006, and
will be discussed in subsequent sections of this document.

For PIV [, verifying an individual’s identity is the first step. FIPS 201 mandates processes and provides
guidance on both the source documents required to validate an individual’s identity and the process for
issuing a Federal ID card. This section of the handbook provides additional guidance to help agencies
comply with these requirements.

A secure and robust identity-proofing process is the foundation for FIPS 201 compliance. A successful
implementation of FIPS 201 is not contingent on technologies and systems only. If a PIV credential is
issued based on a faulty identity-proofing process, the credential is compromised, no matter what
technology it implements.

FIPS 201 specifies an identity verification chain of trust for Federal agencies. An identity verification
chain of trust comprises a common set of identity vetting rules that are used by multiple entities so that
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they can accept and trust one another’s credentials. The chain of trust assures all parties involved that
each participating entity followed the vetting procedures to securely and accurately verify an
individual’s identity. One of the goals is to permit agencies other than the issuing agency to accept a
credential and avoid the requirement to issue a separate credential. This goal is also reflected in the
Control Objectives of HSPD-12.

The identity-proofing and registration process defined in Section 2.2 of FIPS 201 applies to the
following categories of employees:

e New employees, contractors, and affiliates™*
e Current employees, contractors, and affiliates*
(* Affiliates are any other individuals whom an agency deems necessary to receive a PIV card.)

A single identity-proofing and registration process is defined in FIPS 201 for government employees
and contractors, which includes successful completion and adjudication of the National Agency Check.
With Written Inquiries (NACI.) This process also applies to foreign nationals who are working for the
Federal Government overseas (e.g., an Iraqi citizen working for the U.S. Agency for International
Development); however, the process for registration and approval may vary from country to country
and is under the administration of the U.S. Department of State, Bureau of Diplomatic Security or a
U.S. area military commander, as applicable. The procedures for these individuals vary by country.

General Requirements for PIV | Identity Proofing and Registration
Requirements for PIV I Identity Proofing and Registration are as follows:
1. Agencies must use an approved identity proofing and registration process.

2. The process must begin with the initiation of a National Agency Check with Written Inquiries
(NACI) or an equivalent Office of Personnel Management (OPM) or National Security
investigation required for Federal employment. For current employees, this requirement is
satisfied if the employee has a completed and successfully adjudicated NACI on file.

3. Before PIV credential issuance occurs, the FBI National Criminal history fingerprint check
portion of the National Agency Check with Written Inquiries (NACI) should be completed and
properly adjudicated.

4. The applicant must appear at least once in person in front of a PIV official before credential
issuance can take place.

5. During identity proofing, the applicant must provide two identity source documents in original
form. The documents must be on the list of acceptable documents included in /-9, OMB No.
1115-0136, Employment Eligibility. One of the documents must be a valid (not expired)
picture ID issued by a state government or the Federal Government.

6. The PIV identity-proofing, registration, and issuance process must adhere to the principle of
separation of roles. No single individual may have the power to request issuance of a PIV
credential without the approval of a second authorized person.
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Each department or agency must accredit its identity proofing and registration process. For the purposes
of compliance by October 27, 2005, agencies may self-assert compliance; this requires approval in
writing by the head of the department or agency. When making the self-assertion, departments or
agencies should identify those individuals who have direct oversight responsibilities and accountability
for the identity proofing and registration process. Subsequently, the identity proofing and registration
process must be officially certified and accredited in accordance with Special Publication 800-79:
Guidelines for the Certification and Accreditation of PIV Card Issuing Organizations.

2.2.1 Identity-Proofing Recommendations

2.2.2 Temporary Access and Access-Pending Authorization

No new employee or contractor can be issued a Federal identity card until the identity-proofing process,
is completed. Employees may require access to buildings and systems, pending the completion of
these requirements. Also, certain individuals do not require a PIV card but do need access to facilities,
such as individuals who fill vending machines. Individual agency procedures for temporary visitor
access should be applied in both of these situations.

It is the responsibility of each agency to design its temporary badges. The design of temporary and
visitor badges should be physically and electronically unique and easily differentiated from an official
PIV card. This practice eliminates the possibility of mistaking temporary and visitor badges for valid
PIV credentials. The exact specifications of a PIV-compliant identity credential can be found in
Section 4.1 of this document.

2.2.3 Agency Affiliates and Agency Partners

Many agencies have affiliates or partners that require logical and/or physical access to do their jobs and
that do not fall under the category of employee or contractor. Examples of affiliates and partners are
visiting professors, guest faculty or fellowship recipients, interns or temporary help, and task-force
members. Each agency must determine whether these individuals require a PIV card based on the
individual’s type of duties and the term of service. If so, then all identity-proofing and issuance
requirements in FIPS 201 must be met. OMB guidance suggests that temporary employees (less than 6
months), short-term guests and occasional visitors to Federal facilities do not require a PIV card. If
agencies determine that affiliates and/or partners do not require a PIV card, agencies are encouraged to
implement agency-specific policies for these individuals. Agencies should be careful not to develop
policies that overlap or contradict the FIPS 201 processes for identity proofing and issuance.

2.2.4 I|dentity Source Documents

Applicants are required to provide two forms of identification when applying for a PIV card. The
following link provides the acceptable forms of identification listed /-9, OMB No. 1115-0136,
Employment Eligibility (http://uscis.gov/graphics/formsfee/forms/files/i-9.pdf). One of these
documents must be a valid state of Federal issued photo ID. Individuals involved in the PIV identity-
proofing process should be trained in document inspection. Additionally, individuals who are
responsible for identity proofing within agencies need access to electronic (when available) and non-
electronic means for verifying the authenticity of identity source documents.

The validity of identity source documents should be verified by electronic means whenever possible.
Electronic methods that perform document verification are available commercially and most operate in
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a similar manner. An electronic reader reads the document, such as a driver’s license. The reader
confirms the likelihood that the document is valid (not fraudulent or expired) and has not been altered
in any way. This electronic validation is not infallible, nor does it attest to the individual’s
trustworthiness, however, it is more reliable than relying on visual inspection alone.

In some cases, the issuer of the identity source documents may provide a means to directly verify the
document’s authenticity electronically. When all else fails, manuals exist that list all valid state driver’s
licenses and their features and topology.

2.2.5 Notifications and Document Management

Agencies should develop a secure and robust workflow for notification when each step of the identity-
proofing process for an applicant is completed (for example, notification that a credential can be
issued). The workflow method that is implemented should:

e Besecure
e Be auditable
e Protect the applicant’s privacy

Depending upon the volume of applicants, it may be beneficial for some agencies to implement a
secure electronic workflow method for managing PIV notifications and documents.

Additionally, each agency requires proper security controls to manage the submission and storage of
relevant identity source documents throughout the identity-proofing process. Data should be protected
in transit and at rest using FIPS approved encryption algorithms. When identity source documents are
transferred, either manually or electronically, it must be done securely. Some examples of secure
transmissions include sending the documents using encrypted e-mail, exchanging the documents via
secure intranet or internet connection, or placing duplicates of the original documents in a sealed and
secure envelope and transporting them so that they are never out of the possession of the transporter.
The United States Postal Service and several commercial companies provide secure transport of
documents.

Additionally, it is the responsibility of the PIV Registration process (described in Section 2.3.2) and the
IDMS (described in Section 2.3.3.2) to maintain the following documentation:

e Completed and signed PIV request

e Completed and signed SF 85 (or equivalent)

e Information related to the Applicant’s identity source documents

e Results of the Applicant’s background check

e Copies of the photograph and fingerprints of the Applicant

e Any additional documents used to prove the identity of the Applicant

The PIV Registration process and the IDMS should, at a minimum, maintain these documents for the
life cycle of the Applicant’s employment, or until expiration of the individual’s credential / enrollment.
Individual agencies may provide additional guidance concerning how long employees’ identity source
documents have to be maintained. The items that are maintained by the PIV Registration process and
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IDMS should be maintained securely. If the documents are maintained as hard copy, they should be
stored in a secure facility. If the documents are maintained electronically, they should be stored in a
secure database. Individual agencies should develop a standardized business process for storing and
maintaining this information.

2.2.6 Background Checks

Background checks in the form of a NACI or equivalent are required for all employees and contractors
who apply for a PIV card. At a minimum, before a PIV card can be issued, a FBI National Criminal
History Fingerprint check must be completed.

The Federal Investigative Services arm of the OPM conducts all NACI checks for non-Department of
Defense (DoD) employees. The Defense Security Services Agency conducts NACI checks for DoD
employees. Standard NACIs are composed of a Security/Suitability Investigations Index (SII), Defense
Clearance and Investigation Index (DCII), FBI Name Check, and FBI National Criminal History
Fingerprint Check., along with written inquiries and search of records covering specific areas of an
individual’s background during the past five years (inquiries sent to current and past employers, schools
attended, references, and local law enforcement authorities).”.

Each agency will have differing requirements for determining if a NACI is satisfactory and thus
credential issuance can take place. This is because NACls do not present information in a pass or fail
manner; they provide a report to agencies and then agencies can adjudicate the NACI and determine
whether an individual should be issued a credential. However, all agencies should follow OPM
Guidance on adjudication, 5 CFR 731(see Appendix E). An example NACI and can be found at the
following location, http://www.opm.gov/extra/investigate/IS-15.pdf.

2.3 PIV I Card Issuance and Maintenance

Compliance with PIV I requires that all Federal identity cards be issued by a certified and accredited
issuance process. Today, many Federal agencies are in different stages of development with regard to
their credentialing strategies for physical and logical access. Some agencies are deploying chip-based
smart card technology while others are not. Some agencies are deploying PKI credentials while others
are not. Regardless of the type and form of identification an agency is issuing, all agencies must
comply with PIV I card issuance control and security requirements by October 2005. This means that
by October 2005, an agency may continue to issue its current employee identification; however, the
controls and procedures surrounding the issuance of official government identification must be in
compliance with PIV 1. Training will be provided for the various roles associated with FIPS 201. As
of publication of this document the training modules are under development and information
concerning training will be provided as it becomes available.

2.3.1 General Requirements for PIV | Issuance and Maintenance

To achieve compliance with PIV I card issuance requirements, at a minimum the following must be
met.

3 Ibid.

PusLic DRAFT 12



Federal Identity Management Handbook

1. Agencies must use an approved, certified and documented credential issuance and
maintenance process.

2. The PIV issuance process must ensure the completion and successful adjudication of a
National Agency Check with Written Inquiries (NACI) or other OPM or National Security
community investigation required for Federal employment

3. The credential must be revoked or withheld if the results of the NACI are deemed to be non-
satisfactory by the issuing agency.

4. Prior to the release of a PIV credential to an applicant, the issuer must complete the chain of
trust by verifying that the photograph in the registration or enrollment record matches the
applicant. Upon successful match, the issuer shall release the PIV credential to the applicant.

5. The FBI National Criminal History Fingerprint Check must be completed and adjudicated
before issuance can take place. Further, the process shall ensure completion and successful
adjudication of the National Agency Check with Written Inquiries (NACI), or other OPM or
National Security community investigation as required for Federal employment.

6. Agencies must issue credentials through systems and providers whose reliability has been
established by the agency and documented and approved in writing.

For October 2005 the agency may self certify that the PIV issuance and maintenance process adopted
for that particular agency meets PIV I of FIPS 201. This self-certification requires written concurrence
by the head of the department or agency.

As a requirement of the FIPS 201, by October 2005, Federal agencies must document their PIV
issuance and maintenance policy, validate the reliability of the systems and providers that issue
credentials, and approve their reliability in writing. This is one of the control objectives stated in
HSPD-12. Fundamentally, reliability of the systems and providers who issue credentials should
indicate that those systems and providers are accredited and secure. NIST SP 800-79, Guidelines for
the Certification and Accreditation of PIV Card Issuing Organizations,” should be used by agencies to
validate reliability.

To further illustrate how a compliant system would operate, FIPS 201 outlines two models of identity
proofing, registration, issuance, and maintenance of Federal credentials that meet the control objectives
for PIV 1. They are a role-based model and a system-based model. These are examples only of
compliant systems; agencies are free to implement alternative processes, provided the requirements
above are met. To assist agencies in determining that their processes meet the PIV I requirements, a
checklist will be provided. It is recommended that the agency enrolment/clearance processes be
evaluated against this checklist to ensure that there are no deficiencies in the agency processes as they
pertain to FIPS 201 compliance.

2.3.2 Role-Based Model Example

The role-based model assigns PIV identity-proofing responsibilities to individuals, based on the roles
and functions they perform. In this model, one person cannot perform multiple roles; with one

4 NIST Special Publication 800-37, Guide for the Security Certification and Accreditation of Federal Information Systems, NIST, May
2004.
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exception: the PIV Issuer and PIV Digital Signatory functions may be performed by the same entity.
This requirement safeguards against the possibility of collusion between an applicant and the issuing
authority.

Individual agencies will determine who performs each role for that agency. Each agency should also
implement training for the roles. Training requirements for identity-proofing roles are detailed below.

2.3.2.1 Description of Roles
The PIV role-based identity proofing process defines the following roles:

e Applicant

e PIV Sponsor

e PIV Registrar

e PIV Issuer

e PIV Digital Signatory

e PIV Authentication Certification Authority (CA)

The Applicant is the individual to whom a PIV card will be issued once the PIV Registrar approves the
application and the appropriate background checks have taken place.

In support of the application process, the Applicant should complete the following activities:

e Complete an SF 85 or equivalent.

e Present two forms of identification included in the acceptable documents list
included in Form I-9, OMB No. 1115-0136, Employment Eligibility Verification.
One of the identification forms must be a valid state or Federal issued picture ID.

o  Successfully complete the Applicant training modules.

The PIV Sponsor is the individual who validates an Applicant’s requirement for a PIV credential and
sponsors the Applicant’s request.

The PIV Sponsor should meet the following minimum standards:

e Be a government official and be authorized in writing by the agency to request a
PIV card

o Have valid justification for requesting a PIV card for an Applicant

e Bein a position of responsibility for the agency

e Have already been issued a valid PIV card

e Have successfully completed the Federal PIV Sponsor training modules

The PIV Registrar is the individual or entity that performs the identity-proofing process for the
Applicant and ensures that the proper background checks have taken place with positive results. The
PIV Registrar has final approval authority for issuance of a PIV credential to an Applicant. Once the
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background check is completed successfully, the PIV Registrar notifies the PIV Issuer that a PIV
credential can be issued to the Applicant and that no other background checks are required.

The PIV Registrar should meet the following minimum standards:

e Be a government official and be designated in writing as a PIV Registrar.

o Be able to assess the reasonableness of the Applicant’s identity-proofing documents.
Reasonableness in this context indicates that the PIV Registrar is trained to detect
any improprieties in the Applicant’s identity-proofing documents.

e Be able to evaluate whether a PIV application is satisfactory and apply agency-
specific processes to an unsatisfactory PIV application. Thus, the PIV Registrar
needs training on agency processes and procedures for adjudicating an
unsatisfactory PIV application.

e BeaU.S. citizen or U.S. national or hold a U.S. government security clearance.
e Have successfully completed the PIV Registrar training modules.

The PIV Issuer is the individual or entity that issues an identity credential to an Applicant following
the positive completion of all identity proofing, background checks, and related approvals.

The PIV Issuer should meet the following minimum standards:

e Be a government official or be designated in writing as a PIV Issuer
e BeaU.S. citizen or a U.S. national or hold a U.S. government security clearance
e Have successfully completed the PIV Issuer Training modules

The PIV Digital Signatory is the entity that signs the PIV biometric and cardholder unique identifier
(CHUID) of the Applicant.

The PIV Digital Signatory should meet the following minimum standards:

e Be a government official or be designated in writing as a PIV Issuer
e BeaU.S. citizen or a U.S. national or hold a U.S. government security clearance

e Has been issued a PIV Signatory Certificate for the purpose of signing PIV
biometric data and CHUID information

e Responsible for the secure management of the PIV Digital Signatory certificate at all
times

e Have successfully completed the PIV Digital Signatory Training modules

The PIV Authentication Certification Authority (CA) is the CA that signs and issues the PIV
Authentication Certificate of the Applicant.

The PIV Authentication CA should meet the following minimum standards:

e Participate in the hierarchical PKI for the Common Policy managed by the Federal
PKI
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e Conform to Worksheets 1-3 in X.509 Certificate and CRL Profile for the Common
Policy

e Conform with issuance of certificates that meet Worksheets 4-6 in the X.509
Certificate and CRL Profile for the Common Policy

2.3.2.2 Training

All of the roles defined above should be implemented in an agency’s identity-proofing process. Each
role is unique and has its own requirements. Training should be provided to ensure that each role
functions properly. Individuals who are designated for the roles identified above will require training in
two areas:

e Agency-specific processes and procedures. These are the processes and procedures
that are unique within each agency (for example, the method for adjudicating an
unsatisfactory PIV application).

e PIV-specific processes and procedures. These are the processes and procedures that
are unique to the PIV identity-proofing process (for example, the methodology for
assessing the completeness of an Applicant’s request or the steps involved in
completing a PIV application form).

2.3.2.3 Identity-Proofing and Registration Process Steps

This section describes the requirements for the role based identity-proofing and registration steps.
Agencies can implement more stringent requirements as long as they follow the minimum
requirements defined below.

1. The PIV Sponsor completes a PIV request for an Applicant. (Appendix C depicts a sample
PIV request).

2. The PIV Sponsor submits the request to the PIV Registrar and the PIV Issuer.
3. The PIV Registrar confirms the validity of the PIV request.

4. After the request is validated, the Applicant completes an SF 85, OPM questionnaire (for non-
sensitive positions) or its equivalent. (SF 85, OPM questionnaire is located at the following
location, http://www.opm.gov/forms/pdf _fill/SF85.pdf)

5. The Applicant provides the completed form to the PIV Registrar.

6. The Applicant appears in person and provides two identity source documents to the PIV
Registrar. At least one of the identity source documents should be a valid picture ID issued by
a state or by the Federal Government.

7. The PIV Registrar visually inspects the identity source documents and validates them
electronically as being unaltered and authentic. (If electronic means are unavailable, the PIV
Registrar uses another means to authenticate the identity source documents.) The PIV
Registrar also verifies that the picture on the identity source documents is of the Applicant.
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8. Ifthe PIV Registrar is able to validate the documents successfully, the Registrar records the
following information for each of the identity source documents provided by the Applicant.
This information may also be scanned:

»  The title of the document

= The document’s issuing authority

= The document’s number, as listed on the document

= The document’s expiration date, if available

=  Any other information deemed necessary to confirm the identity of the Applicant
9. The PIV Registrar signs and files the record of the collected information.

The PIV Registrar is not required to keep a copy of the original documents, to reduce the
likelihood that an Applicant’s identity source documents are compromised.

10. The PIV Registrar compares the information on the PIV Request to the information provided
on the SF 85 (or equivalent) and the identity source documents to ensure that the information is
the same on all forms.

11. The PIV Registrar obtains and retains a copy of the electronic facial image of the Applicant.
The facial image should meet the requirements specified in SP 800-76. (Per FIPS 201, a facial
image is not required to be stored on a PIV card)

12. The PIV Registrar collects and retains all 10 fingerprints of the Applicant. Two of these
fingerprints should be collected in accordance with the instructions in Section 4 of this
document.

13. The PIV Registrar initiates a National Agency Check with Inquiries (NACI) on behalf of the
applicant.

Agencies will need to define a specific adjudication process for when such investigations
return unfavorable results. This process will need to include timely notification and
appeal methods for the applicant, at a minimum.

14. The PIV Registrar notifies the PIV Sponsor and PIV Issuer of the results of the process.

= Ifall steps have been completed successfully, the Sponsor and Issuer are notified that the
applicant has been approved for a PIV card.

= [fany of the background checks are unsuccessful or if there are irregularities in the
applicant’s information, the Sponsor and Issuer are notified that irregularities have
occurred.

15. The PIV Registrar uses a secure process to make the following information available to the
PIV Issuer:

= Applicant’s electronic photo
= A copy of the results of the Applicant’s background investigation

= Other data associated with the Applicant (i.e., Applicant’s name, affiliation, contact
information)
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16. The PIV Registrar should make the following information available to the PIV Digital
Signatory via a secure process:

= Electronic biometric data for card personalization

= Other data associated with the Applicant that is required for the generation of signed
objects for card personalization

17. The PIV Registrar maintains the following information pertaining to the Applicant:

= Completed and signed PIV Request

= Completed and signed SF 85 (or equivalent)

= Information concerning the identity source documents collected in Step 8.
= The results of the applicable background check

= Copies of photo and fingerprints collected in Steps 11 and 12.

=  Any other relevant materials used to validate the Applicant’s identity

Current employees with a valid background check on file do not require an additional
background check. The PIV Registrar can notify the PIV Issuer that a credential can be
issued to the Applicant if a valid background check is on file.

2.3.2.4 Issuance Steps

1. The PIV Issuer (or authorized delegate) shall confirm the validity of the PIV Request received
from the PIV Sponsor, and the approval notification received from the PIV Registrar. The PIV
Issuer shall also confirm that the approval notification is consistent with the results of the
background investigation.

Agencies should develop a precise business process for distribution and confirmation of
the PIV request and the approval notification. This is discussed below.

2. The PIV Issuer (or authorized delegate) shall initiate the creation of a CHUID for the new PIV
Card. The CHUID shall be made available to the PIV Digital Signatory through a secure
mechanism.

3. The Digital Signatory shall create digitally signed credential elements (biometric and CHUID)
needed for the card personalization process, using the data supplied by the PIV Registrar and
the newly assigned CHUID. The digitally signed credential elements shall comply with the
relevant specifications in Sections 4.2.2 and 4.4.2. The signed credential elements shall be
made available to the PIV Issuer.

4. The Applicant may be asked to provide a PIN, or the PIV Issuer may generate a PIN on the
Applicant’s behalf.

5. The PIV Issuer (or authorized delegate) shall personalize the PIV card. The personalized PIV
Card shall meet all of the technical and interoperability specifications in Section 4.

6. The Applicant may generate cryptographic key pairs for the PIV card through the PIV
Authentication CA and obtain the corresponding certificates from the PIV Authentication CA
at this time. Alternatively, the Applicant may be supplied with a one-time authenticator for use
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in a subsequent certificate request to the PIV Authentication CA. In the latter case, the
Applicant will generate key pairs at a local workstation rather than at the PIV Issuer location.
Encryption key pairs may already be generated and escrowed (again, this could be done at the
centralized issuance facility).

7. The recipient’s name, issuer identity, card number, and possibly PKI certificate identification
information shall be enrolled and registered with back-end data stores that support the PIV
system. Depending on the infrastructure design, the back-end data stores may be centralized or
decentralized.

8. The PIV Issuer shall (or authorized delegate) control the creation and personalization of a new
PIV card using the information provided by the PIV Registrar.

Card personalization can occur either during the actual issuance transaction (i.e., in the
presence of the Applicant) or prior to the Applicant appearing in person to collect the
card from the PIV Issuer. This is described in further detail below.

9. The Applicant shall appear in person to the PIV Issuer (or an authorized delegate) to collect the
PIV card. Before the newly created PIV card is given to the Applicant, the PIV Issuer shall
verify that the individual who collects the identity credential is indeed the Applicant through
the following steps:

=  The individual shall present a state or Federal government-issued picture identity source
document. The PIV Issuer (or an authorized delegate) shall validate that the picture and
name on this source document match the picture and name on the newly personalized PIV
card. Additionally, the PIV Issuer (or an authorized delegate) shall validate that the
individual looks like the picture on the PIV card.

= The PIV Issuer (or an authorized delegate) shall check that the fingerprint of the individual
matches the biometric credential embedded in the PIV card. The check should meet the
requirements of SP 800-76.

It is important to note the requirement for the Applicant to appear in person to the PIV
Issuer to receive the PIV credential. Agencies should plan their issuance strategies carefully
in order to comply with this requirement. Agencies should base their decision on:

. Internal review of issuance infrastructure
" Issuance population
. Individuals designated as a PIV Issuer

10. The PIV Issuer shall obtain a signature (depending on agency specific rules this could be a
digital signature) from the Applicant (now PIV cardholder) attesting to the Applicant’s
acceptance of the PIV card and related responsibilities.

This requirement is to ensure that the PIV cardholder has taken acceptance of the PIV
card as well as been informed of the responsibilities involved in its ownership. PIV
cardholders should be informed of the following:

= [ftheir PIV card begins to wear (i.e.. laminate coming lose, ink rubbing off, cuts/rips/tears
occur in the card) they shall return to the PIV Issuer immediately.

=  Iftheir PIV card is lost or stolen, they shall notify the PIV Issuer immediately.
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= Iftheir PIV card does not operate properly when inserted into a logical or physical access
reader, they shall notify the PIV Issuer immediately.

= [fany personal information changes, the PIV cardholder shall notify the PIV Issuer
immediately (i.e., changes in affiliation, name change, or other personal information
changes).

As one final check the PIV Issuer may conduct a one-to-one fingerprint biometric check
on the Applicant. Although this is not required in PIV I, agencies should consider
implementing a method whereby the PIV Issuer conducts a one-to-one fingerprint
biometric check between the Applicant’s enrolled image and a live sample before issuing
the card. This one-to-one check provides additional assurance that the individual who
applied and was enrolled for a PIV card is the same individual who is being issued a PIV
card, thus, increasing confidence in the Applicant’s identity.

11. When all of the above requirements are completed, the PIV Issuer shall notify the PIV Sponsor
and the designated PIV Registrar that the personalization and issuance process is complete.
Conversely, if any of the required steps are unsuccessful, the PIV Issuer shall send appropriate
notifications to the same authorities.

Agencies should develop a secure and timely scheme for notifying the PIV Sponsor and
PIV Registrar of PIV credential personalization and issuance to a PIV cardholder. In
circumstances where any of the steps are unsuccessful, agencies should follow internal
policies and procedures for adjudication of an Applicant’s PIV request.

12. The PIV Issuer shall be responsible for maintaining the following:

= Completed and formally authorized PIV Request

»  The approval notice from the PIV Registrar

= The name of the PIV Applicant

= The credential identifier, such as an agency card serial number
»  The expiration date of the identity credential

= The signed acceptance form from the Applicant.

= Records and controls for PIV card stock, to ensure that stock is only used to issue valid
credentials.

Agencies should establish a business process and secure delivery method for all PIV-related
documents. Agencies can implement a system-based model that provides all or part of the data and
document management requirements for storage, notifications, and approval/disapprovals
electronically. This can include web-based applications for use by the PIV Sponsor, PIV Registrar, and
PIV Issuer functions. Alternatively, agencies could choose to implement a business process that is
more manual in its functionality. This process would consist of documents stored in hard-copy form
and notifications and approvals/disapprovals generated via e-mail or telephone communication from
one role to another. Regardless of the exact business process implemented by the agency, the process
should be auditable, secure, and provide for protection of the privacy the applicant’s information
privacy.
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2.3.3 System-Based Model Example

The system-based model may be ideal for agencies that already have an automated identity
management system. The system-based model allows accredited service providers to function in any
of the roles described below. Additionally, accredited service providers may perform any of the
processes describe below. The sections below summarize the roles, components, and processes of a
typical system-based model.

2.3.3.1 System Based Roles
The PIV system-based identity proofing process defines the following roles:

e Applicant

e Employer/Sponsor

e Approval Authority

e  Issuing Authority (Issuer)

The Applicant is the individual to whom a PIV card will be issued once the PIV Registrar approves the
application and the appropriate background checks have taken place. The Applicant must appear in
person to the Employer/Sponsor or the Approval Authority or the Issuing Authority at least once prior
to issuance of a PIV card.

In support of the application process, the Applicant should complete the following activities:

e Complete an SF 85 or equivalent

e Present two forms of identification from the list of acceptable documents listed on /-
9, OMB No. 1115-0136, Employment Eligibility

e Successfully complete the Applicant training modules

The Employer/Sponsor is the individual who validates an Applicant’s requirement for a PIV card and
authorizes the Applicant’s request.

The Employer/Sponsor should meet the following minimum standards:

e Be a government official and be authorized in writing by the agency to request a
PIV card

e Have valid justification for requesting a PIV card for an Applicant

e Be in a position of responsibility for the agency and defined as such by the agency
e Have already been issued a valid PIV card

e Have successfully completed the Federal PIV Sponsor training modules

The Approval Authority establishes the organizational chain of command within the identity
management system (IDMS). This individual also manages the scope of the chain of trust between the
enrollment process, the IDMS, card production and activation. This individual manages the entire
IDMS and is also responsible for designating those individuals who will perform the duties of the
Employer/Sponsor. Additionally, the Approval Authority should make sure that no single
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individual/role has the capability to issue a card without the participation of another individual and that
there are at least two different individuals participating in the process at all times. The Approval
Authority should be responsible for validating and auditing all of the checks that are conducted by the
IDMS.

The Approval Authority should meet the following minimum standards:

¢ Be a government official or if performed by a non government official the individual
must be designated to perform this role by a government of