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 Problems 
 
 Solutions 
 
 Impact 

Why are we here today 



 Risky 
 Businesses use inefficient and duplicative identification processes 

to protect against fraud and identity theft  
  Individuals can’t tell if websites are legitimate 
 National critical infrastructure insecure 
 Cannot secure networks unless we can better identify hardware 

 Inconvenient 
 Multiple user name/passwords → weak passwords get re-used → 

easily compromised → consumer fear/caution using Internet 

 Lagging Behind 
 E-commerce and government services are limited due to risk 
 Other nations are moving ahead 

Today’s Environment:  
Risk, Inconvenience, Lagging Behind 



Problem: Passwords 

 Usernames and passwords are broken 
  Most people have dozens of different passwords, or use 

the same one over and over  
  Even strong passwords are vulnerable…criminals have 

many paths to easily capture “keys to the kingdom” 
  Rising costs of identity theft 
  11.6M U.S. victims (+13% YoY) in 2011 at a cost of $37 

billion  
  67% increase in # of Americans impacted by data breaches  

in 2011 (Source:  Javelin Strategy & Research) 
  A common vector of attack 
  Sony Playstation, Zappos, Lulzsec, LinkedIn, among 

dozens  of 2011-12 breaches tied to passwords.  



Trusted Identities Provide a 
Foundation 

Improved Privacy 
Standards 

Enhanced Security 

TRUSTED 
IDENTITIES 

Economic 
Benefits 

•   Enable new types of transactions online 
•   Reduce costs for sensitive transactions 
•   Improve customer experiences 

•   Fight cybercrime and identity theft   
•   Increased consumer confidence 

•  Offer citizens more control over when  
and how data is revealed 

•  Share minimal amount of information  



NSTIC Background 



NSTIC 

 Called for in President’s Cyberspace Policy Review (May 2009):  
a “cybersecurity focused identity management vision and strategy…
that addresses privacy and civil-liberties interests, leveraging 
privacy-enhancing technologies for the nation.” 

 

 Guiding Principles 
  Privacy-Enhancing and Voluntary 
  Secure and Resilient 
  Interoperable 
  Cost-Effective and Easy To Use 

 
 NSTIC calls for an Identity Ecosystem,  

“an online environment where individuals  
and organizations will be able to trust each other  
because they follow agreed upon standards to obtain  
and authenticate their digital identities.” 

 



The Identity Ecosystem 

 Bullet 1 
 Bullet 2 
 Bullet 3 

  Sub-bullet 

Company 
Logo 



Key Implementation Steps 

• Created an Identity Ecosystem Steering Group:  Summer 2012 
http://www.idecosystem.org/  

• NIST awarded 2-year grant to fund a privately-led Steering Group to convene 
stakeholders and craft standards and policies to create an Identity Ecosystem 
Framework 

Convene the Private Sector 

• 5 pilots totaling $9.2M awarded September, 2012 
• Challenge-based approach focused on addressing barriers the marketplace has not yet 

overcome  
• 7 pilots awarded in 2013 

Continued Support for Pilots 

• Ensure government-wide alignment with the Federal Identity, Credential, and Access 
Management (FICAM) Roadmap 

• New White House initiated effort to create a Federal Cloud Credential Exchange 
(FCCX) 

Government as an early adopter to stimulate demand 



IDESG Background 



IDESG’s Mission 

 The Mission of IDESG 
 The Mission of the Identity Ecosystem Steering Group (IDESG) shall be 

to govern and administer the Identity Ecosystem Framework in a manner 
that stimulates the development and sustainability of the Identity 
Ecosystem. The IDESG will always operate in accordance with the 
NSTIC’s Guiding Principles. 

  Objectives 
 Ensuring that the Identity Ecosystem and Identity Ecosystem Framework 

conform to the four NSTIC Guiding Principles; 
 Administering the process for policy and standards development and 

adoption for the Identity Ecosystem Framework and, where necessary 
establishing policies standards for the Identity Ecosystem Framework. 

 Adopting and, where necessary, establishing standards for the Identity 
Ecosystem Framework. 

 Certifying that accreditation authorities validate adherence to the 
requirements of the Identity Ecosystem Framework. 



IDESG Committees 

 Standards Coordination 
 Policy Coordination 
 Privacy Coordination 
 User Experience 
 Security 
 Trust Framework and Trustmark 
 Healthcare 
 Financial Services 
 International Coordination 



Federal Government Progress 



 HSPD-12 (Aug 2004):  
  Issued to create a common identification standard for federal employees 

and contractors  
 OMB M-11-11 (Feb 2011):  

  Provides additional guidance in the implementation of HSPD-12; requires 
federal agencies to designate a lead official and issue a policy requiring 
use of the PIV credential.  

 NSTIC (April 2011):  
  Developed to enable individuals and organizations to utilize improved 

identity solutions to access online services in a manner that promotes 
confidence, privacy, choice, and innovation. 

 VanRoekel Memo (Oct 2011):  
  OMB released a policy memorandum related to the acceptance of 

externally-issued identity credentials by federal applications. 

Federal ICAM Initiatives 



NSTIC Pilot Projects - 2012 

 American Association of Motor Vehicle Administrators 
(AAMVA) 
 Cross Sector Digital Identity Initiative (CSDII) – produce a secure 

ecosystem to facilitate motor vehicle transactions 
 Criterion Systems 
 Allow consumers to selectively share shopping and other preference 

information 
 Daon 
 Use of smart mobile devices for identification and authentication 
 Resilient Systems 
 Build a secure health and education information network 
 University Corporation for Advanced Internet 

Development 
 Build a privacy infrastructure for the research and education community 



NSTIC Pilot Projects - 2013 

 Exponent 
  Issue credentials to users of a social media site, a health care 

organization, and U.S. Department of Defense using SIM cards and 
wearable devices 

 Georgia Tech Research Corporation (GTRC) 
 Develop and demonstrate a “Trustmark Framework” 

 Privacy Vaults Online, Inc.  (PRIVO) 
 Provide credentials which comply with the Children’s Online Privacy 

Protection Act (COPPA) 
 ID Me, Inc. 

 Develop trusted identity solutions to allow military families to access 
sensitive information online from government agencies, financial 
institutions and health care organizations 

 Transglobal Secure Collaboration Participation, Inc. (TSCP) 
 Enable employees to access their retirement accounts at brokerages 

using their existing employer issued credentials 



 FCCX is a White House-initiated effort to establish a secure, 
efficient, and privacy enhancing cloud-based government-wide 
service that will provide federal agencies with the ability to 
accept and authenticate FICAM-approved third-party 
credentials for their externally-facing applications.  

FCCX 



Key Takeaways 

  Common thread for today’s workshop: 
 There are real issues with the way identities are currently managed and 

this is widely known, widely understood, but the market is finally moving 
to address this.  

 NSTIC is influencing the solutions and the narrative around identity 
management.  

 The IDESG is comprised of volunteers with a vision: they are committed 
to forward progress and the development of the IE.  

 The federal government will continue to leverage its power and this effort 
will continue to grow.  

 The NSTIC pilot progress are applying real solutions to real world 
problems. 

 There are plenty of opportunities to get involved going forward.  
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